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Agency and Control Audit comms considerations

What the audit is about:

Dark patterns and "addictive™iike faatures rob users of their agency

We want to systernatically identify and resolve featurss that fall in this category.

identify where undesirable patiemns are present throughout the Facebook app and websile
Create guidelines o integrate info Facebook Design System and associated design tools across the company
Confront and revise the design where these patiems are identified

See more: Projed Plalo

PLAN: DESIGN AUDIT

Perform a design audit of the platform with key extemal behavioral experts and with intemal designers and researchers o
identify features that may lead to undesired, habiiual, or unwanted / bw-value behaviors

How we'll work with external expert

s Share and iterate on our definition of characleristics of features that promote undesired or problematic behavior.
» Engage with & third parly/experts (o conduct an independent audit and / or review of the features we have
identified

« Fom an glliance where the third party can vouch for the thoroughness and relevance of our approach for targeling
he “addiction” daims

Benefils

» Proactively address the negative press
o Claims that we are “sprinkling behsvicral cocaine all over our produsts,” sccusations of using dak
atems i maripuiale users' privacy, and other exdreme views are pervasive in the media. We have an
opporundly © present our response to these daims and preempt any regulations

» Transparency
o We can highlight that we are paying attiention fo addressing this importart problem and applving
rigorous research methods to understand the validity of the daims

« Cradibility
o By parinering with exdemal design sxperts andior academics, we can show that we are iaking a
comprehensive, unblased approach te identifving polential sources of problermatic experiences for cur
USErs.
« External allies
o We can use this process to fom alies in the broader tech and academic communities, parficularly
among some of our most voecal criics {e.g., Tristan Hants), We can demonstrate that we are taking
user concamis and findings of problermatic use serously. Somsons like Trstan alrsady has alotof
thoughts and connsclions in this space, so we can leverage his sxpertise. ldeally working with an
axiemal expert on this could make them see we're Iaking this seriously and they may become voosal
advocates of ours we can point people to,

@

Possibility o improve user well-being and FB sentiment
o By sending the message i the public that we support usess’ selff-control, build products that are in the
users’ best inferests, and respect users' aulonomy and agency, we could 582 a boost in both user well-
being assaciated with platform use as well as FB sentiment mietrics. With well-being-related tracking
matrics Torthcoming, this could be something o follow and present a5 a bensfit 1o any engagement
drop-offs that are seen. We also could consider partnesing with the Consumer Marketing team as well
as Goodwill team on this,

Risks {(and ideas for how 1o mitigate them)

« What if we disagree with the validily of the recommended changes?
o We can frame this audit as identifving hypotheses thal sl need to be tesied.
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s Whatif we agree with recommendead changes, but for varicus reasons don't want to make them?

o Itis Bkely that there will be several possible solutions o address potentially problematic features that
are identfied as part of the audit. In our communications with external contribuitors as well as public
narrative, we can focus on the need o further investigale the impacts of any features identiied inthe
audit, and evaluate the extent and seventy of negative impacts. itis worthwhile to consider how far we
might consider going o makes tradeots that pricrilize user agency and that can simulianecusly reduce
engagernent (Unwanted engagerment perhaps, from the users’ perspeciive, but engagement nonsthieless).

» Changes could result in drop offs in engagement metrics (al leastin certain markets),

o We need to consider what our objectivefdata-driven signs of bensfits would be from this effort
{cormnmas/public narative, sentiment, user wall-being) and get alignment of teams who may be
negatively inpacted - at least in the short tenm, Possible benefils 1o deoing this before we initiate the
audit.

« “Addiction” narrative: f we bring up the subject of problematic use / addicion, our ortics will talk about i, also.

o This isn't new fuel, and the conversation is already going on {particularly related to addiction and
privacy concems). We can take ownership over our role in addressing this problem and frame the
narative.

« Misunderstanding/cynicism: People could think we are doing the research in order to meke Facsbook “more
addicing.”

o Consider doing proaciive messaging that calls out the Hard Questions blog post, Facebook’s
principlesfivalues, and upcoming well-being efforts. Don't call out the project as being about “dark
pattemns” or “addictive-like features” since that could sound like we are lrving 1o learm how to make
more features that manipulate users. Similardy, change product teams’ goals and intemal narative
around making expenences “habit-forming” o “automatic.”

Relevant ciaims from the current external narrative

Paonie’s Minds

cist ~ Center for Muman Teohnclogy

How Technobgy Hiacks
Trstan Harris, Design B

P?ernefs i:)f truth and possible action points, inspired by selected (more extreme) claims in
the article:

» Options presenied on menus reflect nudges on behavior, and these should be in presenting valuable
choices that are in keeping with users’ best interests and intentions. Trstan says: "By shaping the menus
we pick from, technology hilacks the way we perceive our cholces and replaces them with new ones.”

« intermitlent, unpredictable rewards increase motivation for repsated behavior; reward timing
should not be ariificially made to be unpredictable, and options should be presented to organize or
‘batch’ rewards Trslan says: “Apps and websites sprinkle intermnittent vanable rewards all over their products
hecause iU's good for business... Bul now companies ke Apple and Google have a responsibility fo reduce these
affects by converling inlermittent vanable rewards into less addictive, more predictable oneswith better design. For
example, they could empower people 1o set prediciable times during the day o week for when they want to chedk
“slot machine” apps, and correspondingly adjust when new messages are delivered to align with those times.”

» Platforms should not manipulate users into feeling like they are missing something that they cannot
gel at another point in time. Trislan says: "I convince you that Prn a channel for important information,
messages, fiendships, or potential sexual opporfuniies — it will be hard for vou 1o tum me off, unsubscribe, or
remove your account - because {aha, { wir you might miss something imporiant.. Imagine ftech companies
recognized that, and helped us proaciively une our relationships with friends and businesses in terms of what we
define as “time well spent” for our lives, instead of in termis of what we might miss.”

» Need for social approval is & powerful human drive; we should present options to aliow people to
opl out from moments of evaluation {8.g., pause or remove the oplion 1o receive lagsicomimenisireaciions on
certain posts - timsline review is a great example of this). Trislan says: “So when Marc lags me, he's aclually
responding io Facebodds suggestion, notmaking an independent cholce. But through design choices like this,
Facebook controls the mutiplier for how often millions of people experence their social approval on the line”

« Limitless content should come with cues for pauses, completion, or active choice to continue. Tristan
says: “Ancther way to hilack people is 1o keep thermn consuming things, even when they aren't hungry anvmore.
How? Easy. Take an experience that was bounded and finite, and um it into a hottormless flow that keeps
aoing....News feeds are purposely designed o auto-refill with reasons 1o Kesep you scrofling, and pumosaly sliminate
any reason for you o pause, reconsider of leave.”
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« Notifications and messages could be set to come through according o the receiver's timeframe,
instead of the sender's imeframe, and read receipts could be removed {or opt-in). Tristan
says: " Interruption is good for business. IU's also in their interest ie heighten the feeling of urgency and sodial
reciprocily. For example, Facebook sutomatically tells the sender when you “saw” thelr message, instead of letiing
you avaid disclosing whether you read it ("now that you know P've seen the message, | feel sven more cbiligated o
respond.™y”

« Misdirection and roach motel are dark patterns that are detrimenial for users’ sense of agency and
should be reduced/eliminated. Trislan says: Businesses naturally want to miske the chaices they wantyou io
make sasier, and the choices they don’t want you to make harder.... apps can exploit pecple's inability to forgcast the
consequences of a didk

« Hyvpothesis: Grayscale makes apps less appealing, so this may make it easier 1o conirol yvour use; this
could be used selectively. (Tristan Harris, cited in Changs Your Phone o Grayecsle i Combal Facsbook
A }

Deavt Dalate Favebook - Just Be Smsster on Facebook
David BMurphy, Senior Tech Edilor of Lifehacker
Some akeaways:

« It can be helpful to break habits in order to control use: "Retrain your hand o stop typing In “www.ia..”
avery e you open g new tab.”

s Allow for deactivation without emotional manipulation: | really, really hate Facebook’s “these random
fiends of yours we pulled from your feed are tolaliilly going o be sad f you leave no really” begging.”

« Apps shouldn't provide sasy options thal might compromise privacy: “It's convenieni to press a blue
hution and log nto varous siies and services with your Facebook credentials. Bul when you give other companies
aceess to vour Facsbook data— which can be quile comprehensive—~ you're surrendering control of that information
o entities that probably don't care very much about you o vour privacy. Stop doing that”

« Reconsider whether default options encourage selections that share personal data: "By default, other
people whe can see your info can bring it with them when they use apps, and vour info becomes available o these
apps. You can limit this as follows”

Example of public response to previous Facebook acknowledgment of
nuanced impacts of use, including potentially negative impacts

Internal / External quotes about the Hard Questions blog post: "is spending time on social
madia bad for us?™:

From Chiis Gox (December 18, 2017

i Twanted to tell vou both how much | appreciate and respect the blog post you published this week. Reading the coverage it's
sven clearer how important itis that we be participating in this conversation, and you've put our voice out there in such a
thoughtful and honest way. Thank you both for pulting vourselves out thers, and for doing the woik to represent the
company, and more inporantly, the best interests of the people who use our products. 'm really proud of how this came off,
i and | hope you both are oo,

From | Oscember 15, 2017

! Youguys - 1 know how hard this post was today— but | am reading through alt the FOD coverage again and itis just
awesome. This is EXACTLY how we need pecple o view us, Yes, we mads some tough admissions, and there were some
rough headlines. But that HAD to happen, and overall the coverage is that we did something extraordinary - and that we fook
a massive risk and were HONEST. | am personally so grateful to you alf for making it happen. This may be my favorite HQ

i postof alt time. Thank you again for all that went info i,

P at Morgan Stanley in his moming emall (December 13, 2017; || IIIEGEGEG sh22¢ s with -

Chiis, and other FB leads):
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FB's corporate posture is evolving -~ this is dear in both the company's willingness to discuss publicly if / how spending
sciution, You have to read the blog post to really digest the message hers, but the incredibly short version is that 'passive’
use of FB ("reading but not interacting with people”) makes users fes! worse while 'engaging' on the app
{"sharing messages, posts and commenis with closs friends and reminiscing about past interactions”} actually
makes people fesl betlier, per studies cited by FB. Al a high leved, thelr willingness to shine a light on oritical research,
particutarly that which may not make FB fook great, is part of the company’s effort [o lel people know how much
time and atiention they pay to the social ramifications and responsibilities of what they have created. They
want people 1o know that they have a team of scientists analvzing the sodial implications of FB (both in-house and working
with other leading research faciliies) -~ and if you think FB is sending your kids down the wrong path, then at least you
should appreciate (some)} that even they agree there needs to be a ‘betlter Facsbook' - - and that it is pledging
to build one {thatis welcome and new). This is strategically important because it keeps the PR message positivethrough
some of these negative siudies and addickes. Al the same fime, they cleardy wani people o know the imporiance of aclive
engagement (which they are focused on growing) which is "good” for society (in thelr studies) and frankly good for
monetization (oo, it's g deficate subject that's not going away, but one FB sesems (o be messaging thoughtfully on

This is one of those stories whers what's being sald lsn't as suipiising as who's saying it Facebool(s using a comporate blog
post to point to independent research that shows its product can sometimes lead 1o lower measures of physical and mental
well-being should be regarded as a big deal. . . . This gets o why an otherwise in-the-weeds blog post from Facebook’s
research team is so interesting. Though it is guite abstruse, the post, by David Ginsberg and Moira Burke, two company
researchars, lakes readers through a tour of the nuances on whether Facebook can be bad for vou. . . . Fm more oplimistic
about it, because it’s in line with an evolving corporate posiure o the company. ... To be surs, Facebook is putling iis own
favorable spin on these studies. Yet its willingness o shine a light on oritical research, and its pledge to take the findings infe
account when i designs s products, has 1o be welcomed as somsthing new.”
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