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GUAL
To summarize and present early data explorations on bad actors who seek to

interact inappropriately with or harm minors on Instagram.

a
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GUNTEXT
A recent exploration into IIC on IGDM, revealed that there are “38x as many victims on IG as on

FB. This is mostly due to there being many more minors on IG messaging with adults. Despite this,
CEI deletes on IG are “21x lower and IIC auto-enforcing on IG is 90x lower compared to on FB.

A unique challenge that

Instagram faces is understanding
new and unique surfaces (e.g.,
hashtag pages) that are likely
vectors of abuse which we have

yet to explore deeplu.

Announcing IIC Tier 2 Prevalence Measurement on IG Direct: https://fo.workplace.com/groups/135709743752034/permalink/62491 7758164561/
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TL)UR
Actors' intent range from malicious to non-malicious. Malicious intent includes those
motivated by underlying sexual interest in children, those would take advantage of situations
the engage in CEl, and those that are commercially driven.

Likely targets are minors, women, teen accounts, and vulnerable populations. Women appear to

be more highly targeted by actors. Vulnerable populations that may be at risk include: LGBT@ youth
(particularly young boys), and users who may struggle with mental health issues.

Passive/Low effort behaviors include: Seeking/discovering, viewing, and collecting inappropriate
content, stalking targets, commenting inappropriately, and networking with other actors.

A Active/High effort behaviors include: Contacting and developing relationship with targets, creating/
posting and distributing content, and scamming targets.

We are only at the beginning of our journey. We have a long road ahead of understanding, sizing,
h detecting, filling gaps in policy, developing solutions, and ensuring consistent and appropriate

‘enforcement.
q
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DATA ON THE SIZE OF THE PROBLEM ANU GAPo

FEWERCEI deletes compared to FB.
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DATA ON AGTUR BEHAVIORS

actors had >=5 impressions on

content flagged for CES over a
14 day period.

133K had >=10 impressions and
2.6K had >=50 impressions.
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users following CEl-related
hashtags identified by CS

investigators. Examples include:
#gaykid, #sexykid,

#13yearoldboyu, #gaykidz.

We've also identified 40
additional hashtags that

appeared on at least 10 pieces
of CEI content in the last week.

actors left >=5 comments across

10.5K CES posts over the past 7
caus.

The most comments left by an

actor was 67 comments.

G
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DATA ON AGTUR BEHAVIORS

2.2h
actors removed for IIC in Last 14d.
These accounts follow 375K teen

accounts on IG.*

Note: This may be double
counting teens who are followed

by multiple violating accounts.

HIGHLY CONFIDENTIAL (COMPETITOR)

threads between actors, ultimately
flagged for CEI, MS, IIC, and a teen

over a day period.

3.9K threads had over 20
messages over 28 daus.

“500 actors (flagged over a 7 period), who had
threads with at least 10 teens over the last month.

actors had >20 message threads with at
least 5 teens over the last month.

pieces of CEI actioned content
produced daily by 3-5K actors.

1-2.5K pieces of MS actioned
content produced daily by

SOQ-2K actors.

7
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im Drove detectio

detect less overt or
di

Gaps in Child Safety Detection and Enforcement: https://docs.google.com/document/d/1 7EN8Qps-GAogmuVOBSLGr0Kpj49UKFxLfvmxDFEnyYjuM/edit
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Ensure consistency in actions we take across violating content and across platforms. In aq summary of Gaps
in Child Safety Detection, investigator found inconsistencies in enforcement and escalations. Additionally,
enforcement of viral content in Stories was found to be inconsistent across platforms. [Primarily Cl/CO]

Child safety landscape - Instagram: https://docs.google.com/document/d/1 qxutBnVxxt_ggf4rwPQ1EQcriLWPrWuc-Yvl5yMt1qg/edit
Gaps in Child Safety Detection and Enforcement: https://docs.google.com/document/d/1 7EN8Qps-GAogmuUOBSLGr0Kpj49UKFxLfvmxDFnyYjuM/edit

All Roads Lead to Improving Age Prediction: httos://fo.workplace.com/groups/141163796255884 1/permalink/1429502370772400/
Protecting youth from bad actors on Instagram: https://fo.workplace.com/permalink.php?story foid=6385442903800938&id=100026735829495
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